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LOS 

• Learning Outcome Statement 

• The candidate should be able to: 

• List the emerging Operational Risks in Banks 

• Discuss main types of losses that occurred in practice 

• Define Operational Risk 

• Describe the Operational Risk Advanced Measurement Approach (AMA) Framework 

• List the objectives of an operational risk management function 

• Describe the scope of an operational risk management function 

• Describe the Key components of Operational Risk 

• Describe the Supervisory Guidance on Operational Risk 

• Explain the Risk Catalogue 

• Explain the Operational Risk Assessment Process 

• Describe the Operational Risk Control Process 
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Definition of Operational Risk (OR) 

• Basel II definition: The risk of loss resulting from inadequate or failed internal processes, people 

and systems or from external events is called operational risk 

– Includes Legal risk 

– Excludes reputational risk and strategic risk (Important). 

– The above definition is ‘Causal based’ as it seeks to identify cause of an operational risk event: 

people, processes, systems or external events. 

The risk of loss Resulting from Any inadequate or failed 

Internal process, people & system or from external events 

Potential loss, 

forward looking 

Casual Categories: 

Employee Behaviour 

Corporate behaviour 

Information Technology 

External Enviorment 

Force majeure 

“People and system” in the 

regulatory definition are 

captured in internal process 

External fraud, fire, flood, 

legal action, tax, regulations, 

false money, terrorism 

Inadequate collateral management 

Failed matching of cash & securities  

Missed option exercise date 

Un enforceable documentation 

Internal fraud 
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Emerging Operational Risks in Banks 

• If not properly controlled, the greater use of more highly automated technology has the potential 

to transform risks from manual processing errors to system failure risks, as greater reliance is 

placed on globally integrated systems 

• Growth of e-commerce brings with it potential risks (e.g., internal and external fraud and system 

security issues) that are not yet fully understood 

• Large-scale acquisitions, mergers, de-mergers and consolidations test the viability of new or 

newly integrated systems 

• The emergence of banks acting as large-volume service providers creates the need for continual 

maintenance of high-grade internal controls and back-up systems 

• Banks may engage in risk mitigation techniques (e.g., collateral, credit derivatives, netting 

arrangements and asset securitisations) to optimise their exposure to market risk and credit risk, 

but which in turn may produce other forms of risk (e.g. legal risk) 

• Growing use of outsourcing arrangements and the participation in clearing and settlement 

systems can mitigate some risks but can also present significant other risks to banks. 
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OR Loss Types 

• Operational losses can be categorized into seven categories: 

Internal Fraud 

External Fraud 

Clients, Products and Business Practices 

Damage to Physical Assets 

Business Disruption and System failures 

Execution, Delivery and Process Management 

• Losses due to frauds involving at least one internal party 

• Losses due to frauds by a third party 

• Losses from negligent or unintentional failure to meet a professional obligation to clients like improper 

business practice, products flaws or failure to meet disclosure & Fiduciary 

• From natural disasters and External sources 

• Related to hardware, software etc. 

• Failed transaction processing, monitoring, reporting, etc. 

Employee Practices and Workplace Safety 

• Losses arising from inconsistent with employment health or safety laws or agreements from payment of 

personal injury claims or from discrimation events. 
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Objectives of an operational risk management function 

 1. To formally and explicitly define and explain what the words ‘operational risk’ mean to the 

institution. 

 2. To avoid potential catastrophic losses. 

 3. To enable the institution to anticipate all kinds of risks more effectively, thereby preventing 

failures from happening. 

 4. To generate a broader understanding of enterprise-wide operational risk issues at all levels and 

business units of the institution – in addition to the more commonly monitored credit risk and 

market risk. 

 5. To make the institution less vulnerable to such breakdowns in internal controls and corporate 

governance as fraud, error, or failure to perform in a timely manner which could cause the 

interests of the institution to be unduly compromised. 

  



www.edupristine.com © Neev Knowledge Management – Pristine 
7 
 

Objectives of an operational risk management function contd… 

 6. To identify problem areas in the institution before they become critical. 

 7. To prevent operational mishaps from occurring. 

 8. To establish clarity of people’s roles, responsibilities and accountability. 

 9. To strengthen management oversight at all levels. 

 10. To identify business units in the institution with high volumes, high turnover (i.e., transactions 

per unit time), high degree of structural change, and highly complex support systems. Such 

business units are especially susceptible to operational risk. 

 11. To empower business units with the responsibility and accountability of the business risks 

they assume on a daily basis. 
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Key components of Operational Risk  

• Transactional and booking systems: Includes data capture and processing; deal confirmation and 

contractual documentation, e.g., ISDA master agreements; collateral management; and general 

processing and payment/settlement errors. 

• Reconciliation and accounting: Enables the institution to identify areas of inefficient capital 

allocation. 

• Change and new activities: In responding to rapid industry developments, the institution should not 

stumble and fall when initiating new business activities 

• Expense and revenue volatility: A sure sign of operational failures associated with management 

control is a rapid increase in expenses and significant deviations from budget. Expense increases 

(including bonuses, salaries, and systems infrastructure spending) without adequate return  signals 

a potential breakdown and inefficiencies in people, process and technology. 
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Key components of Operational Risk contd… 

• Core operational capability: Include the risk of premises, people or systems becoming unavailable 

due to: natural disasters, fire, bombs or technical glitches; loss of utilities such as power, water or 

transportation; employee disputes such as strikes; loss of key operational personnel; and the loss or 

inadequacy of systems capabilities due to computer viruses or Y2K issues. 

• People: People also contribute a myriad of problems through: human error; fraud, lack of honesty 

and integrity; lack of cooperation and teamwork; in-fighting, jealousies, and rumour-mongering; 

personal sabotage and so on. 

• Client relationships: An institution derives much of its value from its reputation and the services it 

provides to its client base. Any damage to an institution’s reputation has the potential to disrupt 

revenue flow. 
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Supervisory Guidance on Operational Risk 

• The Basel Committee on Banking Supervision has provided preliminary supervisory guidelines for 

the management and supervision of operational risk. The guidelines are intended to serve as best or 

sound practices within the financial industry. 

• The Committee also recognizes that ‘internal operational risk culture is taken to mean the combined 

set of individual and corporate values, attitudes, competencies and behaviours that determine a 

firm’s commitment to and style of operational risk management.’ Recognising the different nature of 

operational risk in different institutions, the Committee defines the management of operational risk to 

mean the ‘identification, assessment, monitoring and control/mitigation’ of risk. To this end, the 

sound practice paper of February 2003 is structured around 10 basic principles grouped into 4 main 

themes: 
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Supervisory Guidance on Operational Risk contd… 

• Developing an appropriate risk management environment: Emphasizes the importance of 

cultivating a risk-awareness culture within the institution as dictated directly from the highest level of 

the organization. 

• Risk management - identification, assessment, monitoring, and mitigation/control: Maintains 

that the management of risk is comprised of four important complementary activities. 

• Role of supervisors: Emphasises the important role regulatory supervisors play in the risk 

management process of financial institutions. 

• Role of disclosure: Risk management can only be facilitated properly if the process is clear and 

transparent at the outset. 
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Capital calculation for operational risk: Basel II 

• Basel II provides three approaches for calculating OR capital requirement 

– Basic Indicator Approach (BIA): Capital requirement is simply equal to 15% (called β factor) of average 

gross income over the past 3 years (if gross income is -ive in a year, it is ignored). This method is 

simplest to implement but wrongly assumes that OR changes with business size (proxied by gross 

income levels). 

– Standardized approach: Bank is divided into 8 business lines & instead of a constant Beta factor of 

15%, different β factors are applied to gross income of each business line. This method offers slight 

improvement over BIA, but suffers from the same assumption that OR increases linearly with size of 

business. 

Business Unit Business Line Beta Factor 

Investment Banking Corporate Finance 18% 

Trading & Sales 18% 

Banking Commercial Banking 15% 

Retail Banking 12% 

Payment & Settlements 18% 

Agency Services 15% 

Others Asset Management 12% 

Retail Brokerage 12% 
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Capital calculation for operational risk: Basel II 

• Advanced Measurement Approach (AMA) 

– This is an advanced approach and sets stringent minimum requirement for banks willing to migrate from 

BIA, SA to AMA. This approach permits banks to base their capital charge on their own internal models. 

– Suited for large sized and efficient banks and those operating at the international level  

– Based on the analysis of all available and relevant data (data on operational risk losses), the probability 

distribution of the losses is generated.  

– Banks are usually required to measure VaR for seven OR loss types across eight business lines 

– Loss distribution for a particular cell in ‘Loss type – Business Line’ matrix is derived from: 

• Frequency distribution: how frequently a particular OR loss type occurring in a business line (similar to PD 

in credit risk). Frequency distribution either is based on internal and external loss data or qualitative 

assessment by a business line (called Risk self-assessment) 

• Severity: As & when an OR loss type occurs in a business line, what is its Severity? (similar to LGD in credit 

risk). Severity distribution is also either based on internal & external loss data, or Risk Self-Assessment 

• Frequency and Severity distributions are then combined to generate loss distribution 
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Internal 

Fraud 

External 

Fraud 

Employment 

practices & Work 

place safety 

Clients, 

Products 

& 

Business 

Practices 

Damage to 

Physical 

Assets 

Business 

Disruption 

& System 

Failures 

Execution, 

Delivery & 

Process 

Management 

Corporate 

Finance 

Trading & 

Sales 

Retail 

banking 

Commercial 

banking 

Payments & 

Settlements 

Agency & 

Custody 

Asset 

Management 

Retail 

Brokerage 

Operational Risk Matrix 
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Scope of an operational risk management function 

• In practice, the scope of an operational risk management function within an institution should aim 

to encompass virtually any aspect of the business process undertaken by the enterprise. 

• The scope must transcend those business activities that are traditionally most susceptible to 

‘operations risk’ – that is, those activities with high volume, high turnover, and highly complex 

support systems, e.g. trading units, back office, and payment systems. 

• It is true that the business activities sharing these characteristics have the greatest exposure to 

operational risk failures. Nevertheless, other business activities could potentially sustain economic 

losses of similar magnitude.  

• The goal of operational risk management must be to focus on internal processes (as opposed to 

external events) since only internal processes are within the control of the firm. The firm’s 

response to external events is, however, a valid concern for operational risk management. Hence 

we examine operational risk from two interrelated perspectives. 
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Risk Catalogue 

• In the recent past, many 

institutions have been surprised 

to discover that even the most 

obvious types of operational risk 

are widely prevalent within the 

organisation, unnecessarily 

squandering precious resources 

and hindering productivity. 

• The first step in the identification 

process is to require that each 

business unit (or operational unit) 

shall be assessed using a so-

called risk catalogue which 

adequately identifies all the risk 

categories relevant to the specific 

unit being assessed. It clearly 

identifies possible operational 

failures under three categories: 

people, process and technology. 
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Operational Risk Assessment Process 

• Input to Risk catalogue: Each business unit may be assessed using a risk catalogue that identifies 

operational failures under 3 categories: people, process & technology. These inputs are used to 

estimate frequency and severity of OR loss types in each business unit. 

• Risk Assessment Scorecard: Considering inputs to risk catalogues and risk mitigates available 

(insurance etc.), net risk is assessed. 

• Review and Validation: Operational Risk Management Committee (ORMC) should review and 

validate risk assessment procedure and output. 

• Output of Risk Assessment Process: Output maybe in form of: 

– Improved risk reporting and analysis: say, using a heat map, we can identify business units where 

severity and likelihood of any OR risk type is very high. 

– Capital attribution: Greater capital maybe assigned to business units facing greater OR failures and 

risks. 
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Major Failures in Operational Risk Control Process 

 (i) Lax management structure: lack of adequate management oversight and accountability; no 

segregation of duties; too many delays in systems development; disrespect for audit reports; and 

ignorance. 

 (ii) Inadequate assessment of risk: on and off-balance sheet activities: lack of stress-testing for 

unexpected market moves; inappropriate setting of limits; too much risk relative to capital; and lack of 

risk-adjusted return measurement. 

 (iii) Lack of transparency: inaccurate information on capital, solvency and liquidity; inadequate 

accounting policies; lack of benchmarks and comparability; lack of approvals, verifications and 

reconciliations; and lack of review of operating performance. 

 (iv) Inadequate communication of information between levels of management: lack of escalation 

process in times of crises; paying too much ‘lip service’ in the various risk committees; lack of 

procedures for monitoring and correcting deficiencies; and poor communication between different risk-

monitoring groups. 

 (v) Inadequate or ineffective audit and compliance programmes. 
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End of Operational Risk Management Framework 

 


